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E Who am 1?

L) Alexis DUQUE |
Q Director of Research & Development

m - €) @alexisOduque ()
o - () alexisduque E
» N alexisd@rtone.fr RNTONE

- (P alexisduque.me R

ﬁ @) https://goo.gl/loNUWuU6
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- Wireless testbeds w-iLab.t at iIMEC

- Accessing the testbed
- Our experiment

« Further Work
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E Motivation

m SDR hardware is popularizing
Software library are maturing
m Lot of interest and work in academia

/

So, lets embed & use SDR4loT! &

, o Passive 1 it
ﬁ Fingerprinting Authentication —C¢2 Ization
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E State of the Art

R C. Bunescu, “Deep Learning Convolutional Neural
Q Networks for Radio Identification.’”’, 2018.

m S. Rajendran, W. Meert, D. Giustiniano, V. Lenders, and S. Pollin,
“Deep Learning Models for Wireless Signal Classification

with Distributed Low-Cost Spectrum Sensors.”, 2018.

LL_ C. Morin, L. . Cardoso, . Hoydis, J.-M. Gorce, and T. Vial, [
“Transmitter Classification with Supervised Deep

Learning,” in CROWNCOM’19, 2019.
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E SoA Limitation

m Not real-world loT device

Q Not conventional communication protocols

m Not reproducible
Too small dataset: few devices, few RF traces, ...

| " Nodes position do not change, ML doesn’t learn localization

.8
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Our ldea

m Use off the shelf emitter form true loT nodes
Q Widely used RF protocols in 2.4 GHz ISM band

m SDR-based receiver

Collect and share a large dataset and reproducible RF
fingerprints

Ll

.8

Further rely on Machine Learning for authentication and
localization

But we need extensive experiments -> large testbed

#FOSDEM #FSR #SDR #loT #ML @alexisOduque



E Fed4FIRE+
LL

Q Fed4FIRE+ s a project under the EU pogramme H2020,
m offering the largest federation worldwide of Next Generation
Internet (NGI) testbeds, which provide open, accessible and
o reliable facilities supporting a wide variety of different research
m and innovation communities and initiatives in Europe, including

the 5G PPP projects and initiatives.
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S' Fed4FIRE+ SME Open Call

- COMPETITIVE
N CONTINUOUS CALL

O

LL. SME CASCADED

o L
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S IMEC w-iLab.t testbeds ‘mmec
LL)

2 testbed locations http://doc.ilabt.imec.be

Use cases: wireless, sensor, mobile, networking, SDR, 3rd
party hardware
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E IMEC w-iLab.t testbeds - loT Devices

m Zolertia Re-Mote
Q - 2.4GHz / 868MHz

m . UWB-shield

o Zolertia ZI
RM090

ﬁNordic Semiconductor nRF52 DK
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E IMEC w-iLab.t testbeds - SDR

L USRP B210 (x4) & B200 (x4)
USRP N210 (x6) 4
L) USRP x310 (x2) a1 T
o Xilinx ZedBoard Zync-7000 SoC (x|) |
il ZC706 with Zync-7000 SoC (x3)
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Zwijnaarde: [60+20 nodes]

L

embedded PC

environment
emulator
/ sensor

node

4

N

webcam
(40%

2x Wi-Fi 802 1" a/b/g/n /

Bluetooth 3.0 EDR
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IMEC w-iLab.2 testbed

@ e €6 @ 63
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E Our Experiment - Access Testbed

First Time : Request an account at
https://authority.ilabt.iminds.be/signup.php

L)
2,
O
LL
8,

#FOSDEM #FSR #SDR #loT #ML @alexisOduque



3

L
-
2,
O
LL
8,

#FOSDEM #FSR #SDR

Join Project

Accounts and projects

Personal Information
Username (max. 8 chars)

Full Name

Email

Institute or company

Please Select Country
Please Select State

City

Password

Confirm Password

#HloT #ML

iMinds Authority

Project Information
(] @ Join Existing Project

Project Name

<

<>

) Start New Project

Sign Up

@alexisOduque

Login



E Our Experiment - Access Testbed

First Time : Request an account at
https://authority.ilabt.iminds.be/signup.php

. Browse and reserve resources at
http://inventory.wilab2.ilabt.iminds.be/.

L)
m |
O
LL
8,
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FOSDEM

Y Inventory Filters

ode colors:

P zotac
| usre

B usrexato
| serverse
B serverie
I scrvericax
B roeie

B ure-remTocELL

Reservation

P World coordinates: [1000,-500] | Zot¢ Show all reservations (calendar)
I——— ]

Reservation starts on: 2020-01-30 1.

Nodes already reserved (38): apuP1, apuQ1, apuQ2, apuR2, apuS4, apuT4, apuU4, apuU5, apuV4, mobilel, mobilel1l, mobilel2, mobile2, mobile5, nucY1, serverll, serverl3, serverd,

and ends on: 2020-01-30 1«

Show available nodes in this timeslot

zc706zyncSDR2, zotacB3, zotacB4, zotacC3, zotacC4, zotacD1, zotacD3, zotacE2, zotacE4, zotacF1, zotacF2, zotacF4, zotacG1, zotacG2, zotacG3, zotacH2, zotacll, zotacl3, zotacl4,

zotacK6

Free nodes have green borders, reserved nodes (by others) are shown with red borders.

Node Selection

' Nodes in your selection :

Select nodes...

Select a project: SDR4IOT

s (Use this project name when swapping in with jFed)

@ Reserve selected nodes

= Show my reservations

B- #16723 SDR4IOT: 2020-01-30 13:00:00 - 2020-01-30 13:59:59: 1 node(s): mobile12

Do
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E Our Experiment - Access Testbed
LL)

First Time : Request an account at
https://authority.ilabt.iminds.be/signup.php

m |. Browse and reserve resources at
http://inventory.wilab2.ilabt.iminds.be/.

o 2. Install jFed, start up jFed and login through the iLab.t

Ll

.8
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E Our Experiment - jFed ‘_,:

-

jFed Experimenter GUI and CLI allow end-users to provision and
manage experiments https://jfed.ilabt.imec.be/downloads/

[ NON jFed login: fetch certificate

“\ j FEd Log i n | éeneral [Topology Viewer || RSpec Viewer | TimelineVieweri‘-
com| O @ W @ @ 9

Please login via the form below: Update Renew Terminate Reboot  Edit Share Auto Zoom Zoom Reset

=3 iMinds Authori

Status SSH-keys Layout In Out Zoom
Experiment Advanced Layout Zoom

>_ Open SSH terminal

Nhat is the imec Authority? >
>_ Open SSH terminal with user "wvdemeer"
>_ Open SSH terminal with custom user
Login i Show Node Info
2. Create Image
Username & Reboot
O Reload 0S
Password

>_ Open Boot Console

m e X Transfer files

i= Progress | @ Errors | Timeline log
&% Provisioning resources on iMinds Virtual Wall 2 N

Y

% Waiting for resources on iMinds Virtual Wall 2 to become ready
% Determining testable resources on iMinds Virtual Wall 2

% Testing connectivity to resources on iMinds Virtual Wall 2

& Untitied|| © my1stexp x |

Powered by
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E Our Experiment - Access Testbed
LL)

First Time : Request an account at
https://authority.ilabt.iminds.be/signup.php

|. Browse and reserve resources at
http://inventory.wilab2.ilabt.iminds.be/.

. Install jFed, start up jFed and login through the iLab.t

. Load/copy your experiments XML (.rspec)

. Click Run and give your experiment a name.

. Double click the nodes and you should have SSH access on the nodes.
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| s |
Sliver Testbed Sliver ID Expiration time Status
imec WiLab 2 urn:publicid:IDN+wilab2.ilabt.iminds.be+sliver+73436 2020-01-30 14:10:20 READY

Node login information

Node name Hostname Part Username Legin

mobile12 mobile12.wilab2.ilabt.iminds.be 22 alexisd >_ Legin

Manifest RSpec

Chcose which manifest RSpec ycuwantto view: | combined Manifest RSpec v Save...

30T13:12:10.121+01:00" xmlns:emulab= tp:/ /W net/ ces/x ext/emulab/1"

xmlns:delay="http://www.protogeni /¥ % . 'del 1S %
xmlns:client="http: rote 1" xmlns:jfed-ssh-key FhLY
xmlns:jfed="http:// ! rflan="http://www.protogeni

xml i="http:// Location="http://www.geni

http://www.geni.net/

true" component manager id="urn:pu C
bt.iminds.be+node+mobilel2" sliver i irn:publicid: IDN+wilab2.1il C . imi sliver+

<sliver type name="raw-pc"/>

services
<login authentication="ssh-keys" hostname="mobilel2.wilab2.ilabt.iminds.be" port="22" username="alexisd"/>
services N

i= Pregress | @ Errors | Timeline log

% Register experiment testAlex

% Gathering experiment membersinfo

% Processing experiment informaticn

% Allccating resources onimec WiLab 2

% Provisioning rescurces onimec WiLab 2

% Waiting for rescurces on imec WiLab 2 to become ready
% Determining testable resources cnimec WiLab 2

% Testing connectivity to resources onimec WiLab 2
L[?te J' © testAlex X ‘
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E Our Experiment - Reception

m USRP N210

Q » GNU Radio Compagnon

m . Output Raw 1/Q data (PHY)
o - Decode Bluetooth Low Energy Packets

LL_ rely on ble_dump' by drtyhlpr gGNU Radio

[1] https://qithub.com/drtyhipr/ble dump
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https://github.com/drtyhlpr/ble_dump

Options Varlable Varlable Varlable Varlable Variable

Title: Bluetooth LE Recelver Id: bie_base_freq Id: bie_channel | | Id: ble_channel_spacing Id: lowpass_fiter Id: ig_output
Author: J. Wagner - M. Finat Value: 2. 402G Value: 12 Value: 2M Value: firdes low_pass(1, ... Value: bie.ig
QOutput Language: Fython
Generate Options: Mo GUI
Run Optlons: Frompt for Exi Variable Variable Varlable
Id: rf_gain Id: freq_oftset Id: data rate
Value: 10 i Value: 1M Variable Variable
Variable Variable Id: gmsk_sps | | 1d: gmsk_omega_imit
Id: fraq Id: sample_rate Value: 4 Value: 35m
Value: 2. 42606 Value: 4M
Variable Variable Variable Variable Variable
Id: squeich_threshokd Id: cutott_treq Id: transition_width Id: gmsk_gain_mu Id: gmsk_mu
Value: -70 Value: 850K Value: 300k Value: 700m Value: 500m
_| Simple Squelch | | Frequency Xlating FIR Filter R Bamnad
18] Teshold 6370 Gi—>-0 oocimatn: Samples/Symbol: 4
gy | e out g | epemiail le—»-E Gain Mu: 700m
lirag| Center Frequency: -1M *h ’ ch:‘n-;amm:ul i
Sample Rate: 4M ga Relative Limit: 35m
UHD: USRP Source Freq Error: 0

Sync: Unknown PFPS

Samp rate (Sps): 4M
g Chi: Canter Freq (Hz): 24276 e
ommand Cho: AGC: Detault —

Cho: Galn Value: 10 _ P Unpacked to Packed
Cho: Galn Type: Absolute (dB) R _ pe mm.m. _
Chi: Antenna: RX2 Endlanness: LSB

File Sink
Flle: ig_output
Unbufterad: Off
Append tile: Ovanvite
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E Our Experiment - Scenario
LL)

Receiver (USRP) don’t move, emitters (smartphone) can move

One emitters sequentially

m - Same position
o ¢ Same receiver
. different receivers

m - different positions

: : N emitters at the same time
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Robot Dashboard X + X

C @ https://robotcontrol.wilab2.ilabt.iminds.be/# Incognito@ H

B Other bookmarks

g\g j— = —i mm":?’:"'

A save

Q-

& Live
oo

T Options ¥

= Load v

" Ab

ort Scene Mg Initialize

| I — x
© Moving axis3 (moved )

©@ World coordinates: [3775,300] | Zoom: 0.5x. | Snapping to: 25 | Mouse Coordinates: 2325,300

» » 3

©%
W
®
%

ey Feed from: axis3. 00:13 remaining. (RENEW)

z[::TRH' 1 Y Umit

o: 50 datapoints

A Refresh

%
% Clear SateRetum & Focus
Ersadcrumbs
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2020-01-23 22:30:29 RobotCosn ERROR Unsuccesfull: 'ROBOT_SCENARIO_ERROR\nRobot S :s not :dle! Cancelling reset-scenar:| Mu i 0.5 |108I71955]
0. Undock the robot.' Oz=ga Lirit : 0.0350
start_drive
2020-01-23 22:56:42 RobotCoan INFO Read: “"start_drave\n" from stdin Blustooth LE
2020-01-23 22:56:42 RobotCoan INFO Starting drive Scanning Channels 1. 87, 938, 8
2020-01-23 22:56:43 RobotCoan INFO Succesfull '0<_RUNNING\n3uid=play 2020-01-23722:56:43. 175207\n¢ scenei1d; starttine| Scanning Window : 10.24s
endtime\nl;2; 7&6\n’ Disable CRC check : False
start _drave Disable De-whitening : False
2020-01- 23:32:29 RabotCoam INFD Read: "start drive\n" from stdin
2020-01-23 23:32:29 RobotCoam INFD Starting drive PCA® output file P x.cap
2020-01-23 23:32:30 RobotCoam ERROR Unsuccesfull: "ROBOT SCENARIO ERROR\nRobet S is nat at the correct position or ar:
entatian to start the play-scenaric!«ul=<lix> Crientation wisnatch of S5&deg; </lix«/ul=<snall>Try deing an <b»initialize|Capturing an BLE channel [ 37 | @ 2402 Mz
/b= first. </small=" Switching ta BLE channel [ 38 | @ 2426 M7 10, crc:954, 1nvalid len: 266, invalid pdu:143s, invalad 1114d:352
init Switching to BLE channel [ 39 | @ 2480 Mz 10, crc:834, invalid len:243, invalid pdu:157%, invalad 111d:286)
0Z0-01-23 23:32:35 RabotCown INFD Read: "inat\n" from stdan Switching to BLE channel [ 37 | @ 2402 Mz 0, cre:987, invalid len 264, invalid pdu:1567, invalad 11id:4c0)
2020:01-23 23:32:35 RabotCosm INFD Initializing scenaric Switching ta BLE channel [ 38 | @ 2426 Mz 10, €rc:855, invalid len:260, invalid_pdu:143%. invalid 11id:343)
2020-01-23 23:32:36 RobotCosnm INFD Succesfull: "0OK RESET TO SCENARIOSTART\nreset . G:3\n\n" Switching to BLE channel [ 39 | @ 2480 Mz (0, crciB91, invalid len 264, invalid ndu 1630, invalad 1lid:342)
start_drive > Pt YES: 1f57362ad6beBI8e5f27ead0] f5ecCddc347d¢ 462220000 28203761 ¢ 41<1§fRR‘drﬁr1 481 e7¢ 282 44773276702 8cb 30034983 92 1 290485
2020-01-23 23:32:42 RobotCosm INFO Read: “start_drive\n” from stdin fOGl»J'8/P03?'a(u174(077u32182L81=
2020-01-23 23:32:42 RobotCoan INFO Starting drive YES: bf9¢157edc7f32065¢247819451045¢a3ad60eB898eS5T27ead01fSec04dc3d74 f462aa04de28203761c4a703e3bbB2c F37e bbb 7fc f 030258849
2020-01-23 23:32:43 RosbotCona INFO Succesfull: "OK_RUNNING\n¥uld=play_2020-C1-23723:32:43. 300083\n¥ sceneld; starttine|cch76F34L93018d7a3f8b22bec36¢41420
enctime\nl; 2; 766\n YES: eBactBffal7800eCc7e63¢3¢cc0187fd4eB6351el2¢715428a3aad6beB98e5f 27ead0l fSecCdde3d7df 462aa0dde 26203761 < 4aab2020067¢90
start_drive A029979611117ecs
202G-01-23 23:350:C7 RobotCoan INFO Read: “"start_drive\n"” from stdin YES: aadbbe858e5(127ead0l{SecCedc3d7dI 462aaCdce 26203761 4ad75¢ 2771 9¢ 79419084 70a631 c 646354 6440464 34 1 L5e 61 7655¢a 30584 0c
2020-01-23 23:30:07 RobotCosa INFO Starting drive d49141178cdBe2b1241dCb707 1dc f3aBIL0I 06711l 17445171 fdela3ef 1125
2020-01-23 23:50:C7 RobotCown ERROR Unsuccesfull: "ROBOT_SCENARIO ERROR\nRobot 5 :s not at the correct position or ori|Switching to BLE channel | 37 | @ 2402 Mz lck:d, crc:B892, 1nvalid_len:238, invelid_pdu:1626, invalid_ll1d:411)
entation to start the play-scenarioleul><li> Orientation zisnatch of 55&deqg; </lis<ful><snall>Try doing an <b>initielize | Switching to BLE channel | 38 | @ 2426 Mz lok:0, crc:975, 1nvalid | 255, invelid_pdu:1437, invalad_il1d:334)
</b> first. </small>" Switching to BLE channel | 39 | @ 2480 M-z |ck:0, crc:B64, 1nval:d 244, invelid_pdu:1613, invalad_1l1d:334)
in Switching to BLE channel | 37 | @ 2402 M1z lok:0, crc:874, 1inval:id 209, invalid _pdu:1620, invalad_llad 363!
2020-01-23 23:50:1C RobotCoza INFO Read: "inzt\n" from stdan Switching to BLE channel | 38 | @ 2426 Mz (ck:0, crc:980, 1inval:d 257, invalid_pdu:1471, invalad_1l1d:314
2020-01-23 23:50:10 RobotCosa INFO Initislizing scenario Switching to BLE channel | 39 | @ 2480 Mz |ok:0, crc:B820, 1inval:c 229, invalid _pdu:1627, invalad_111d:310)
2020-01-23 23:50:11 RobotCowxn INFO Succesfull: "O<_RESET _TO SCENARICSTART\nreset;C; 3\n\n" Switching to BLE channel [ 37 | @ 2402 Mz {ck:0, crc:942, 1nval:d 278, invalid pdu:1567, invalad 111d:422)
.ta" drave Switching to BLE channel | 38 | @ 2426 Mz |ok:0, crc:971, 1inval:cd 292, invalid pdu:1412, invalad "ld asy)

-01-23 23:50:17 RobotCoan INFO Read: "start drave\n" from stdin Switching to BLE channel [ 35 | § 2480 Mz |ck:0, crc:880, 1nval:id 227, invalid pdu:l6l11, invalad 1l1id:3cC8)
2020-01- 23:50:17 RaobotCosa INFO Starting drive YES: aadGhelSleS5f2/ead0l fSacOdoc3d2df dﬁzaatccezszJ/bl_da)zladchUCE-:detlcJJ" Ge 7 7acbadBe fleane 926+ 9u=aa/t'tca'5 4142
2020-01-23 23:50:18 RobotCoam INFO Succesfull: "0< RUNNING\n#uldeplay 2020-01-23723:50:17.9464359\n sceneid; starttine|924fbdche 73497050 1033d06] Falif feddcebac fdd 7861 6708 eadedd277fd6 789330 FSche
; endtime\nl;2;7&6\n Switching to BLE channel [ 37 | @ 2402 M4z (ck:1l, crc:900, invalid len:247, invalid pdu:1638, invalad 111d:425)

Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
r = " \ ™ s - = i — =— =)
l‘l | VSO i;z TEZ -\ &= =3 = ® !5 == (Ek QJ‘
N Apply a display filte <Ctrl/> 3 *| Expressien... +
lo Length Soqr sport Cestination dpor: Frotccol nfc
1 35 . sa:gf:.ae Broadcast E Ll ADV_IND
13.924021 35 .8a:8t:ac Breoadcast LE LL ADY_INO
114.182920 35 4 19a:87:a0 Broadgcast ELL ADV_IND
118 .808211 35 ':3’ ab Broadcast E LL ADV_IND

23:24:44.063519 Broadcast

L
) Frame 5. tytes on wire (280 bits), 35 bytes capturec (230 bits) - I 27 T Tt oo d5 be B9 8¢ 37 3¢ o6 be B85 Be 40 18 - Te @
v u;uetcath 10 ap Bf 93 af Sc 47 02 01 1a 02 02 f9 03 03 od 18 ceeNGe e .
[Source: 47:5c:aB8:9a:8%:a0 (47:5c:ad:9a:8f:a0)) ‘ d3 b3 08 :

r Biuetoath Lcw Energy RF Info
RF Channel: 39, 2488 NMHZ, Advertising channel
sigral dBm: -1
Nolse d8n 1
ACCESS Address offenses: ©

w

Reference Access Acdress: Ox8e8Sbeds
» Flags: Ox3c37
v Biuetoath Lcw Energy LNk Layer
w Access Address: Ox#efsbede
» [(Expert Info (Note/Protocol): Accessadcress natched at capture)
v Packet Heacer: 011 40 lPrn Type: AIV_IND, ChSel: #1, TxAdd:  Randon)
[ ADV_IND [Ex3)
g . = RFU: € v

© 7 Destination (bluetcoth, ¢st) Packets: 5 - Displayed: 5 {100.0%) Profile: Default

|l:|lnux|'

|
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E Our Experiment - Next steps
LL)

Write documentation and open-source codes, scripts, and

+ Other RF and node types
+ Extensive use of robot for mobility
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E Our Experiment - Next steps
LL)

Write documentation and open-source codes, scripts, and
m Zenodo

. ®
o VirtualWall for data science and machine learning  jupyterhub

- Fingerprinting with deep learning
|-|- - Try different deep learning algorithm

.8

1F TensorFlow
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E References

https://www.fed4fire.eu/
https://www.fed4fire.eu/event/continuous-call-sme-cascaded-experiments/
https://jfed.ilabt.imec.be/

https://doc.ilabt.imec.be/ilabt/wilab/
https://doc.ilabt.imec.be/ilabt/wilab/tutorials/lte.html|#control-an-android-sma
rphone-via-adb

https://doc.ilabt.imec.be/ilabt/jupyter/index.html
https://zenodo.org/
https://gnuradio-eu-20.sciencesconf.org/
https://www.tensorflow.org

https://rtone.eu
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E Our Experiment - Outputs

m 2 Distinct Datasets
Q Further serialized with Pickle

<Y, X,NodeTx,NodeRx, Timestamp, I,0Q>
<Y, X,NodeTx,NodeRx, Timestamp, packet>
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