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Collect and share a large dataset and reproducible RF
fingerprints

Use off the shelf emitters from real-life loT nodes
SDR-based receiver

Further rely on Machine Learning for authentication and
localization

SDR4loT - Rtone

DEMO SETUP

Make a reservation on the testbed Web Ul

Setup the experiment scenario and provision nodes
using our automation script

Use mobile node(s) equipped with a Huawei Nexus 6P to
run a custom Bluetooth Low Energy App that advertises
as an HRM Peripheral

Move the mobile node with robot to a fixed position

Use the USRP N210 node(s) to receive and demodulate
the BLE Advertising packet using GNU Radio

Save raw IQ and advertising packet as PCAP
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CHALLENGES

Not familiar with Fed4FIRE+ tools and softwares

Reproducibility and automation
Off-the-shelf devices to scale up outside the testbed

Dataset generation (time, position, node diversity) &
data quality will impact machine learning performances

RESULTS

PCAP and raw |Q datasets have been collected
Using all the available smartphones and USRP N210

Mobile node and smartphones located at 10+ positions
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MORE RESULTS

<  Peripheral DISCONNECT DEVICES
Advertising Status Options Variable Variable Variable Variable Variable

ID: gr_ble ID: ble_base _freq | | ID: ble_channel | ID: ble_channel_spacing | ID: lowpass filter ID: ig_output
Advertising (Keep Screen On) Title: Bluetooth LE Receiver | | value: 2.402G Value: 12 Value: 2M Value: firdes.low_pass(l, ... Value: ble.sigmf-data

Author: Jan Wagner

5 Variable

Generate Options: No GUI Variable Variable Variable ST Filename for I/Q output. S

Connection Status Run Options: Prompt for Exit | | 1p: rf gain ID: freq offset | | ID: data rate S :
Value: 10 | | Value: 0 Value: 1M el o JJ Lo taoutP
Devices Connected: 0 ' E - Unbuffered: Off
Variable Append file: Overwrite
Heart Rate Servi ID: modulation_index Variable
EREY DR REIVIGE Variable Variable Value: 500m ID: gmsk_omega_limit
Body Sensor Location Heart Rate Energy Expended o e S0 Sampye teie Value: 35m
Value: 2.426G Value: 4M
(0) Other v bo 0 Variable Variable Variable Variable Variable
ID: squelch_threshold ID: cutoff_freq ID: transition_width ID: gmsk_gain_mu | | ID: gmsk_mu
Value: -70 Value: 850k Value: 300k Value: 700m Value: 500m
NOTIFY Import
Import: numpy GFSK Demod
Simple Squeilch Frequency Xlating FIR Filter

Samples/Symbol: 4
Sensitivity: 392.699m

'—\—" Gain Mu: 175m

Threshold (dB): -70
Alpha: 100m

Decimation: 1

Taps: lowpass filter
Center Frequency: 0
Sample Rate: 4M

i

UHD: USRP Source
Samp Rate (Sps): 4M

Freq Error: 0

Omega Relative Limit: 5m

i
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E| ChO: Center Freq (Hz): 2.426G
ChO: Gain Value: 10

ChO: Antenna: RX2 Unpacked to Packed
Bits per Chunk: 1

Endianness: LSB

Message Sink
Don't Block: Don't Block

Virtual Sink
Stream ID:

-

-

Destination
Broadcast

Source
69:89:d0:3c:da:e7

Time
10.000000

No.

Protocol Length Info
35 ADV_IND

EELE

21.074137 69:89:d0:3c:da:e7 Broadcast 35 ADV_IND

3 2.143532 69:89:d0:3c:da:e7 Broadcast LE'LL 35 ADV_IND 9

4 3.854244 69:89:d0:3c:da:e7  Broadcast LE LE 35 ADV_IND Robot 5 e & e o o %

5 9.421540 69:89:d0:3c:da:e7  Broadcast LE LL 35 ADV_IND ™ ’ i ' - y ¥
6 13.246563 69:89:d0:3c:da:e7 Broadcast LE LL 35 ADV_IND ; =

7 16.233006 69:89:d0:3c:da:e7 Broadcast LEVLL 35 ADV_IND | l i

8 17.947419 69:89:d0:3c:da:e7 Broadcast LE LL 35 ADV_IND = : : . | " : :

918.807432  69:89:d0:3c:da:e7  Broadcast LE LL 35 ADV_IND R .
4 o >-—

» Frame 2: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) 9
» Bluetooth A : i
» Bluetooth Low Energy RF Info ) | ]
v Bluetooth Low Energy Link Layer ‘ e || §
» Access Address: 0x8e89bed6 i i L =
» Packet Header: ©x1040 (PDU Type: ADV_IND, ChSel: #1, TxAdd: Random) LAY . [ ’ ’ 1 i o= i e
Advertising Address: 69:89:d0:3c:da:e7 (69:89:d0:3c:da:e7) & SR i il I ;
» Advertising Data -
CRC: 0xe288ab Tl # L L s | B ¥ ' .
' ' 1 ! TN H ™ t
=n
0oe0 00 ff ff 00 dé be 89 8e 37 3c d6 be 89 8¢ 40 16 -~ .. 7< -+ @
0010 e7 da 3c do 89 69 02 @1 1a 02 Pa 01 03 03 Od 18 < . di:: e

0020 47 11 d5 G-

CONCLUSIONS

We have collected a preliminary dataset ready to be
used

We have assessed our interest for Fed4FIRE+ testbeds
federation

Impact on both research and business activities at Rtone

Fed4FIRE+ provides a great opportunity by open calls to
SMEs

Others loT nodes and RF protocols + Machine Learning
in Phase 2 experiment

POST MORTEM

Time to get acquainted with the testbed is not negligible
Time for running an experiment is not negligible

Sharing (very large) experiment results across different
testbeds is a nice feature

Fast and helpful technical support

Remind that nodes and resources are shared among all
the experimenters!




