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EXECUTIVE SUMMARY

This deliverable gives an overview of the operational usage of the federation during the first
36 months of the Fed4FIRE+ project. It gives details on statistics of usage, testbeds reachable
for the users, how support is organised and statistics on support tickets. It gives also an
overview/tutorial/manual of the jFed user tool features.

This deliverable shows statistics for all 36 months, but only shows the new features since D2.2.

. Co-funded by the Horizon 2020 -
© 2017-2021 FED4FIRE+ Consortium Page 3 of 35 Framework Programme of the European Union



D2.7: Federation operations, tools and support — update 1

TABLE OF CONTENTS

DISCLAIMER ...ttt ettt e e e e e ettt et e e e e e e e s e bttt et aeaeeeasannssbaneeaaaeeaaaanns 2
COPYRIGHT NOTICE. ... tttiiieiiiiitieiet ettt e e e e e e e e st e e e e e e s e e s nnssraneeaaeaeaaaanns 2
ACKNOWLEDGMENT ...ttt ettt et e e e e e e e e e e e e e aaaaeaaees 2
1 STATISTICS ON USERS AND EXPERIMENTS ..., 7
L.l USE RS .ttt e e ettt a e e e e e e ——— it it e e e e e e e e e arttaaaaeaaaans 7
O ) o L 11 1 S R 7
1.3 DETAILED MONTHLY USAGE.........utttiiiiiee ettt e e st a e e e e e s s snnsaneaaaaeeaaannns 8
1.4 CROSS TESTBED SECURITY L.oiiiiiiiiiiiiee ettt e e e e s sieaeee e e e e e e e esnsnsnnenaaaeeaaannns 9
2 SUPPORT FROM WITHIN JFED TOOL ....cciviiiiiiieeeceeee e 10
2.1 SUPPORT WIZARD IN JFED......cciiiititiiiiiee ettt e e e e e snnaaeaaa e e e e e 10
2.2  SUPPORT REQUESTS BACKEND .....uutiiiiiiiiiiiiiiiiiiee e e e sseiiieeeee e e e e e e snisnananaaaeeaaannns 14
2.3 OVERVIEW OF SUPPORT REQUESTS .......uutuiiiiiiiiiiiiiiiiiiniiiiiiinnsnssnnnsnnnnnnnnnnnnnnnnnnes 18
2.3.1  ‘connectivity’ SUPPOIt FEQUESTS ......ciiiiiiiiiieiiiie e e 20
2.3.2  ‘question_jfed’ SUPPOIt rEqQUESTS........ccciiiiiiiiiiie e 20
2.3.3  ‘question_testbed’ sUppOort reqUESES ...........uveiiiiiiiiii e 20
2.3.4  ‘feature_request’ sUPPOrt rEQUESES ......c.ooiiiiiiiiii e 20
2.3.5  ‘bug_jfed’ SUPPOrt rEQUESES .......uuuiiii e 20
2.3.6  ‘bug_testbed’ support reQUESES .........cooiiiiiiiiiii e 20
2.3.7  'bug_USEr SUPPOIt FEQUESES ...euviiiii e e e e 21
3 USABLE TESTBEDS ... et 22
4 FEDAFIRE DOCUMENTATION. .. coii e 23
5 OVERVIEW NEWEST JFED FEATURES. ... 24
51 MORE FLEXIBLE SSH MENU .....ouiiii et 24
5.2 EASIER ACCESS TO SSH PROXY SETTINGS ... 25
5.3 CHOSING THE RIGHT HARDWARE FROM JFED .......cccoiiiiiiiiiiee e eeeiiieeaa e 25
5.4 FILTERS TO SELECT RESOURCES ......cccciiiiiiiiiiiiieee et a e e e e e e e e e 27
55 INTERNAL JFED WEBBROWSER WITH PROXY CONNECTION.......cccooeveiiieeinns 29
5.6 USING NOW OPENSTREETMAP MAPS INSTEAD OF GOOGLE MAPS................ 29
5.7 RUNNING COMMANDS ON MULTIPLE NODES THROUGH JFED ........cccccceeeeennne 29
5.8 EXPORT OPTIONS .. e e e e e e e e e et e e e e aes 31
5.9 EXTENDED JFED RECOVER DIALOG ... .ot 31
5.10 ESPEC EXTENSIONS. ... ..uitiiiiiieeeiiiiiiiiit e e e e e e st a e e e e e e s s eaaaaeeeassnnsnnanaaaeeeaaanes 32
5.11 ADD EXTRA PORTAL OPTIONS TO JFED STARTUP SCREEN .........cccceevviieiinnns 33
512 OTHER NEW FEATURES. ... ..o e e e e 33
6 APPENDIX: JFED FEATURES, USAGE AND USER MANUAL .......c.ccccee.... 35

. Co-funded by the Horizon 2020 -
© 2017-2021 FED4FIRE+ Consortium Page 4 of 35 Framework Programme of the European Union



D2.7: Federation operations, tools and support — update 1

LIST OF FIGURES

FIGURE 1: CUMULATIVE ACCOUNTS OVER TIME .......uuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeiiieees 7
FIGURE 2: NUMBER OF PROJECTS IN THE FEDERATION.......cuutiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiens 8
FIGURE 3: NUMBER OF SLIVERS CREATED PER MONTH (THIS CAN BE A NUMBER OF
NODES OR A SINGLE) ...ttt nnnnnnnnes 8
FIGURE 4: NUMBER OF UNIQUE USERS PER MONTH ......oooviiiiiiieee, 9
FIGURE 5 JFED FEEDBACK/BUGREPORT BUTTON........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiennnnnens 10
FIGURE 6 START SCREEN OF THE FEEDBACK WIZARD........cooiiiiiiiiiiiiie e 11
FIGURE 7 SPECIFYING WHAT THE QUESTION IS ABOUT .....ooiiiiiiiiiiiii e, 12
FIGURE 8 SPECIFYING WHICH TESTBED THE QUESTION IS ABOUT .......coooovviiviiiiinnn. 12
FIGURE 9 ASKING IF THE SUPPORT REQUEST MAY BE POSTED ON A PUBLIC
MAILING LIS ettt e e e et n e e e e e e e e ennne s 13
FIGURE 10 SUPPORT REQUEST DETAILS FORM .....coiiiiiiiiiiii e 14
FIGURE 11 EXAMPLE JIRA TICKET OF A SUPPORT REQUEST ......coovviiiiiiiieeeiiiiiiiinn 15
FIGURE 12 DESCRIPTION IN JIRA OF A SUPPORT REQUEST ......cccoiiiiiiiiiieeeeiieeeiin 16
FIGURE 13 DETAILS-VIEW OF A SUPPORT REQUEST ......ooviiiiiiieiieiiee e 17
FIGURE 14: DETAILED OVERVIEW OF A SINGLE APl CALL ...eoiiiiiiiii e 17
FIGURE 15 SUPPORT REQUESTS BY TYPE ...ttt 19
FIGURE 16 SUPPORT REQUESTS BY TYPE AND OVER TIME ......cccoviiiiii e, 19
FIGURE 17: OVERVIEW OF AVAILABLE TESTBEDS FROM THE FEDERATION MONITOR
RV L PSPPI PSOUPPPPPPPIN: 22
FIGURE 18: OVERVIEW OF THE AVAILABLE TESTBEDS FROM THE JFED VIEW ....... 22
FIGURE 19: FRESH LOOK FOR THE FED4FIRE DOCUMENTATION WEBSITE
(HTTPS://DOC.FEDAFIRE.EU) .....uuiiiiiiiiiiiiiiiiiii e 23
FIGURE 20: MORE FLEXIBLE SSH OPTIONS IN JFED .....coovviiiiiiiiiiei e 24
FIGURE 21: EASIER ACCESS TO SSH PROXY SETTINGS INJFED ........ccooiiiiiiiiiiiiin, 25
FIGURE 22: JFED AVAILABILITY PER HARDWARE TYPE.......coiiiiiii e 26
FIGURE 23: CHOOSING THE RIGHT HARDWARE IN JFED..........cuutiiiiiiiiiiiiiiiiiiiiiiiiiiines 27

FIGURE 24:FILTERS IN JFED TO MAKE IT EASIER TO FIND SPECIFIC RESOURCES .28

. Co-funded by the Horizon 2020 -
© 2017-2021 FED4FIRE+ Consortium Page 5 of 35 Framework Programme of the European Union



D2.7: Federation operations, tools and support — update 1

FIGURE 25: WHEN ONLY SELECTING THE CLOUD TESTBEDS, ALL WIRELESS ICONS

ARE HIDDEN ...ttt e e et e e e e e e e e e ennnn 28
FIGURE 26: OPEN A WEBBROWSER TO A NODE, FROM JFED, NOW ALSO WITH A
JFED INTERNAL BROWSER (TO ALLOW PROXY USAGE)......cctiiiiiiiiiiiiiiiiieeee e 29
FIGURE 27: JFED MULTI-COMMAND TO RUN SCRIPTS ON MULTIPLE NODES........... 30

FIGURE 28: DEBUGGING OUTPUT OF MULTI-COMMAND AND ESPEC SCRIPTING....30

FIGURE 29: JFED EXPORT AS OPTIONS ... 31
FIGURE 30: JFED RECOVER DIALOG ..ottt 32
FIGURE 31: RUN ESPEC FROM JFED.......coiiiiiiiiiiii et 32
FIGURE 32: JFED ACCOUNT CHOSER ..ottt 33
FIGURE 33: NODE INFO DIALOG ... oottt 34

. Co-funded by the Horizon 2020 -
© 2017-2021 FED4FIRE+ Consortium Page 6 of 35 Framework Programme of the European Union



D2.7: Federation operations, tools and support — update 1

1 STATISTICS ON USERS AND EXPERIMENTS

1.1 USERS

The figure below shows the cumulative number of accounts in the federation since September
2013. The previous project Fed4FIRE and the current Fed4FIRE+ project are indicated. In total
there have been created more than 1640 user accounts and on top of that about 350 accounts
for classes have been made. These class accounts are typically reused each year.
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Figure 1: Cumulative accounts over time

1.2 EXPERIMENTS

The graph below gives an answer to the question ‘how many experiments have been run?’.
For this, we have the concept of a ‘project’ in the Fed4FIRE authority. A project is requested
by a PI (Principal Investigator) and can contain multiple people. Examples of projects are e.g.
a PhD, a master student thesis, a research project, an open call experiment. It is clear that
within such a project (e.g. a PhD over multiple years) multiple tests/setups are run on the same
topic. From September 2013 till now, about 900 projects have been created. Interesting to note
is that during Fed4FIRE 46 Open Call experiments were run, and during Fed4FIRE+ till now
about 80. It shows that this is a minority compared to all other experiments.

During the last 12 months 215 new projects were created on the Fed4FIRE authority (run by
imec).

Internal to imec: 100

External to imec: 100

Classes: 15

158 of those projects were started by new users (new during the last 12 months). 57
projects were started by existing users.
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Figure 2: Number of projects in the federation

1.3 DETAILED MONTHLY USAGE

The previous graphs are cumulative, so the question arises what the actual usage is. The
following two graphs illustrate this. A slice exists out of slivers. A slice is the collection of
resources a user reserves and provisions to run his experimentation. A sliver is a technical
concept and varies per testbed: on some testbeds a sliver can exist out of multiple nodes, on
other testbeds each node in an experiment is a sliver. A sliver consists always of resources of
a single testbed. The graph below shows per month the number of slivers created. In some
months peaks of more than 3000 created slivers can be seen. The feature in jFed to store the
slivers, was introduced in the stable version end of 2015. That’s the reason before that only
moderate usage can be seen.
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Figure 3: Number of slivers created per month (this can be a number of nodes or a single)
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Figure 4: Number of unique users per month
Figure 4 gives an indication of the number of unique users reserving resources each month.

Over the last 12 months, 338 different users were active on Fed4FIRE testbeds via a
Fed4FIRE account. In total they set up 23004 slivers (average of 68 per user) for a total of 406
nodeyears. (a nodeyear is the usage of 1 node during 1 year, or e.g. 2 nodes during 6 months).

Apart from the Fed4FIRE testbeds, also the following non-European testbeds were used with
Fed4FIRE accounts:

e Brazilian Futebol testbeds: 33 unique users over the last year with 1288 slivers (39
slivers per user), for 1.1 nodeyears in total

e US GENI testbeds: 31 unique users for a total of 310 slivers (10 slivers per user) and
46.5 nodeyears (of which 1 user used more than 35 nodeyears)

1.4 CROSS TESTBED SECURITY

Fed4FIRE was invited by US testbeds (cloudlab, fabric, exogeni, emulab, geni) on a cross-
testbed-security channel.

There were some users trying to use testbed resources for bitcoin mining and it seems they
tried to get an account on all testbeds. There were matches between Fed4FIRE and US
testbeds requests indeed, but we had not approved their account on Fed4FIRE as the requests
were strange and the people did not respond to questions from our side.

. Co-funded by the Horizon 2020 -
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2 SUPPORT FROM WITHIN JFED TOOL

2.1 SUPPORT WIZARD IN JFED

Starting from jFed 5.7.2, which was released on March 22th, 2017, the jFed Experimenter GUI
contains an advanced support wizard. This wizard allows the user to contact the Fed4FIRE+
support team at imec for assistance when they run into problems while using one or more
testbed resources.

i o | jFed Experimenter Toolkit

General | Topology Viewer | RSpec Viewer | Timeline Viewer
New Open Open Open Recover Preferences Feedback/ Docs About
Local Online ¥ ESpec Bugreport
Experiment Definition Experiment Preferences Support

Figure 5 jFed Feedback/Bugreport button

The first page of the wizard allows the user to select the category for the question he wants to
pose:

Question: any question about jFed, a testbed or anything else

e jFed Feature Request: for reporting missing functionality in the jFed GUI

e Problem or Bug Report: for reporting unexpected behaviour of the jFed GUI or a
testbed

o Connectivity issue: for when the user is unable to connect to a testbed API endpoint
or a testbed resource

e Other: any other feedback

. Co-funded by the Horizon 2020 -
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= . jFed Bug Report O X

Feedback

Type of feedback:

< Question

Any question you have about jFed, a Testbed or anything else

< jFed Feature Request

Tell us what functionality you are missing

< Problem or Bug Report

Let us know when somethings goes wrong

< Connectivity Issue

Report issues connecting to testbeds, or setting up SSH connections.

< Other
Any other feedback

Cancel

Figure 6 Start screen of the Feedback wizard

Depending on the category the user chooses, he has the option to further specify the type of
support request he has. The screenshots below show the follow-up pages when an user
selects the category ‘Question’. The first follow-up question allows him to specify if he has a
question about the jFed GUI and/or a testbed that he/she wants to use. When the user selects
the latter, a second follow-up question allows the user to select the testbeds about which the
question goes. For ease of use, the testbeds that are currently active in an experiment are put
on top of the list, and are indicated in bold.

By asking these questions, it is possible to do a first triage when the support request is
submitted. This allows the support backend to automatically forward the request to the correct
testbed support contact.
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&7 jFed Bug Report - m] X

5 The jFed GUI

< Both/Neither/Other

Figure 7 Specifying what the question is about

7} jFed Bug Report - [m] X

|| iMinds Virtual Wall 1

|| iMinds Virtual Wall 2

|| iMinds Wilab 1

|| BonFIRE (Development AM)

D City of Things Antwerp

D clab

|| Cloudlab Utah

D Developement Server University Bristol
D emulab.kreonet.net

|| ESAT MM Testbed

|| ExoGENI BBN

|| ExoGENI CIENA

|| ExoGENI CIENA HQ

|| ExoGENI Duke

|| ExoGENI ExoSM &

Cancel

Figure 8 Specifying which testbed the question is about

When appropriate, the support form asks the user if he wants the question to also be posted
on the public Fed4FIRE+ experimenters mailing list. This encourages users to share their

. Co-funded by the Horizon 2020 -
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problems with other experimenters, and creates a publicly accessible list of frequently asked
guestions and their respective solutions.

& . jFed Bug Report [m} X

Question

Post on the PUBLIC fed4fire experimenter mailinglist

You are totally free in this choice.
Often, it can be very helpful for others to see your question/answer.

Detailed call and debug data will be sent to the jFed developers, but will not be posted on the public mailinglist.

OK

Cancel

Figure 9 Asking if the support request may be posted on a public mailing list

The last screen of the wizard allows the user to enter his question, and shows which
information will be included in the support request. This information always contains:

An unique ID of the experimenter “reporter credential”

The email address on which the experimenter can be reached

The jFed version used to submit the support request

The environment in which jFed runs (OS and Java version)

All API calls made by jFed up until that point (request and responses)

Optionally the user can also include a screenshot to help explain his support request.

. Co-funded by the Horizon 2020 u
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.': jFed Bug Report O x

Question

Subject:  Question: YOUR SUBJECT HERE

Question:

Reporter email address:  twalcari@wall2.ilabt.iminds.be

Reporter credential:

jFed version:

Environment:

Included calls: 19 calls

Include screenshot:

Submit | Cancel

Figure 10 Support request details form

2.2 SUPPORT REQUESTS BACKEND

The submitted support requests automatically create a ticket in a JIRA issue tracker, and are
also sent as a mail to the Fed4FIRE+ support team in imec.
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t Feddfire_iMinds_internal DEV / FEDIBBTDEW-3382 37084 a W
"% FB #778 (avanmael): Testbed Problem
Report: wrong number of interfaces ?

# Edit @ Comment Aszzign | More = Close lssue  Reopen lssue |I| Export =
Details People

Type: 0 Bug Assignee:

Status: (View Workflow) 1 srecnt vermeulen

Priority: A Major Assign to me

Resolution: Daone

Affects Version/s: None Reporter.

Ci Version/e: None @) vim van de meersscne

Component/s: jFed experimenter GUI Votes:

Labels: bug_testbed 0 Vote for this issue

fedmon_feedback Watchers:
1) Start watching this issue

Description

BugReport json: hitps:/fflsmonitor- Dates

api fed4fire.eu-9443/bugreport/778

BugReport view: Createq:

https:/flsmonitor fed4fire eu/bugreport/detail/7 78 17/MNow/17 3:31 FM

Figure 11 Example JIRA ticket of a support request

The description of the support request contains (links to) all the info the user provided.
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Description

BugReport json: https://flsmonitor-api.fed4fire.eu:9443/bugreport/771
BugReport view: https://flsmonitor.fed4fire.eu/bugreport/detail /771

User email: avanmael@wall2.ilabt.iminds.be
User URN: urn:publicid:IDN+wall2.ilabt.iminds.be+user+avanmael (\Wall2 Users)

Feedback:

Type: Bug Report
About: Testbed(s)
Related testbeds:
o urn:publicid:IDN+walll.ilabt.iminds.be+authority+cm
Description:

on node n0710-10.wall1.ilabt.iminds.be, eth5 doesn't seem to be connected to the LAN as
it cannot ping any other node

jFed Version: 5.8.0 - build #4 - git commit #05fa10136faf211b90d49d0eb2e92bc03df36a5a on
HEAD

jFed Environment: Windows 7 6.1 amd64 - Java 1.8.0_144 (Oracle Corporation)

Send to mailinglist: — No

Included calls: 65

Includes screenshot: No

Figure 12 Description in JIRA of a support request

The description also contains links to a more detailed bugreport-view which exposes —
amongst others — all API requests and responses done by the jFed GUI, the results of a
connectivity test, and the last 2048 log lines generated by the jFed software:

. Co-funded by the Horizon 2020 -
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Details:

ID:

Reporter Urn:
Date:

reportType:
reportTarget:
relatedTestbed:s:
subject:
postOnPublicList:
Description:

screenshot:

jFed Version:

User Info:

Email Address:
preferences:

API Calls:
connectivityTestResults:
logLines:

Slices:
stitchingJobReports:

771

urn:publicid:IDN +wall2.ilabt.iminds.be+user+avanmael

2017-11-16T11:54:.07Z

BUG

TESTBED

urn:publicid:IDN +wall1.ilabt.iminds.be+authority+cm

Testbed Problem Report: issue on interface

false

on node n0710-10.wallT.ilabt.iminds.be, eth5 doesn't seem to be connected to the LAN as it cannot ping any
other node

None

5.8.0 - build #4 - git commit #05fa10136faf211b90d49d0eb2e92bc03df36a5a on HEAD
(Click to show)

avanmael@wall2.ilabt.iminds.be

Click to show)

Click to show 65 Api Call URIs)

Click to show 2048 loglines)

(
(
(Click to show 191 connectivity test results)
(
(Click to show 19 slices)

Figure 13 Details-view of a support request

«
BugReport 778 call 13
SUCCESS
BugReport 778 call 13
duration 18.0s from 2017-11-17 15:26:41.000 =01(2017-11-17T14:26:41Z) t0 2017-11-17 15:26:59.000 +01(2017-11-17T14:26:39Z)
Apt Call 1: |1 (Describe (@ urn:publicid:IDN+walll.ilabt.iminds be-authority+cm)
API Name: Geni Aggregate Manager API 3
Authority HRIN: iMinds Virtual Wall 1
Authority URN: urn:publicid:IDN+walll.ilabt.iminds.be+authority+cm
Start Time: 2017-11-17 15:26:41.000 +91(2017-11-17T14:26:41Z)
Stop Time: 2617-11-17 15:26:59.800 +81(2017-11-17T14:26:597)
APT Method Name: Describe
Java Method Name: Describe
Server URL: https://www.walll.ilabt.iminds.be:1236%/protogeni/xmlrpc/am/3.0
Connection User URN: urn:publicid:IDN+wall2.ilabt.iminds .be+user+avanmasl
Proxy: JFedConnection.SshProxyInfo{hostname="bastion.test.iminds.be', port=22, username=, sshKeyInfo=HIDDEN, hostKey=}
Connection User certificates: |Hide/Show
Connection Proxy Settings: JFedConnection.SshProxyInfo{hostname='bastion.test.iminds.be', port=22, username=, sshKeyInfo=HIDDEN, hostKey=}
Kegmesi HTTP pretty I
[
XML-RPC "urn:publicid:IDN+wall2.ilabt.iminds.be:comnetlab+slice+groupls™
B
[
{
"geni_type": "geni_sfa",
"geni_wversion 3",
"geni_walue": "«?xml version=\"1.8\" encoding=\"UTF-8\" standalone=\"no\"#>\n<signed-credential xmlns:xsi=’
¥
1s
{
"geni_rspec_version™: {
“fype": "geni”,
"version™: "3"
s
"geni_compressed”: true
1
Reply: HTTP
XML-RPC
(click a format to show the data)
Geni Value

Figure 14: Detailed overview of a single API call
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All subsequent actions taken for processing the support request are logged into the JIRA-

ticket. This allows the Fed4FIRE+ support team at imec to follow-up on issues and ensure a
quick and thorough solution for the experimenter.

2.3 OVERVIEW OF SUPPORT REQUESTS

Starting from the release of jFed 5.7.2 on March 22th, 2017; we received 573 support requests
via this form (the uncaught exceptions are automatically sent by jFed, so no user initiated
support request).. There were about 2100 reported issues by 330 different users (of which 10
US GENI users which reported issues). Of these 2100, about 1500 are uncaught exceptions
which are automatically reported by jFed after approval by the user and help us to improve
jFed. The 573 support requests are intiated by humans. After manually verifying the contents
of these support requests (and removing the uncaught exceptions), we can break them down
into 5 categories. Most of the reported issues were bugs:

e connectivity: the user is experiencing a network problem preventing him from reaching
one or more Fed4FIRE+ testbed API endpoints and/or resources on a testbed
e Question:

o question_jfed: the user has a problem using jFed which was resolved by
explaining a jFed feature and/or directing him to the relevant jFed
documentation

o question_testbed: the user has a problem using a testbed which was resolved
by explaining how a testbed functions and/or by directing him to the relevant
testbed documentation

o feature_request: a request for a new feature in the jFed GUI
e Bug:

o bug_jfed: the user experienced unexpected behaviour by the jFed GUI, which
had to be resolved with a bugfix in jFed

o bug_testbed: the user experienced unexpected behaviour by a testbed, which
had to be resolved by the testbed support operator

o bug_user: the user experienced unexpected behaviour because of an error at
the end-user end (wrong PC-clock, incorrect RSpec, broken Java setup, ...)

e Other: this was only at the start, when there were less categories. This was not
reported in 2018 or 2019.
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Support requests per type
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250
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BUG CONNECTIVITY FEATURE OTHER QUESTION

Figure 15 Support requests by type

To end, Figure 16 gives an overview of the support requests over time. It can be seen from
this, that usage and support requests are spread over time.

Bugreports per Month

BUG

m CONNECTIVITY

m FEATURE

m OTHER
QUESTION
UNCAUGHT_EXCEPTION
(blank)

=
| =
¥

I

b

9

2017-03 |
2017-04 [
2017-05 k-
2017-06 |
2017-07 |
2017-08 |
2017-09 f
2017-10 |
2017-11
2018-01
2018-02
2018-03
2018-06
2019-04

Figure 16 Support requests by type and over time
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2.3.1 ‘connectivity’ support requests

These requests are all related to connectivity issues between the experimenter and the
testbeds. Main issues encountered were lack of IPv6-support, corporate firewalls blocking non-
standard ports (Fed4FIRE+ testbed API’s also use non-standard ports like 12369), unstable
WiFi-connections.

Most of these connectivity-issues could be resolved by asking the user to enable the built-in
proxy of jFed.

One support request showed a Man-in-the-middle attack being performed on the connections
between the experimenter from Malaysia and the testbeds he was trying to use. Because of
the security features in the Aggregate Manager API, these attacks caused the API-calls to fail.

2.3.2 ‘question_jfed’ support requests

These requests were solved by explaining jFed functionality to the experimenter. When this
information was lacking in the documentation, then it was added to clarify the issue for future
users.

An example question was about the list of ‘available nodes’ which is available in the GUI. We
needed to explain better that the information for populating this list was cached, which means
that it can be out-of-date for a few minutes, and doesn’t reflect recently started/ended
experiments.

2.3.3 ‘question_testbed’ support requests

These requests were solved by explaining testbed functionality or error messages to the
experimenter. Most of the error messages concerned insufficient available resources; the
inability to extend an experiment because of future reservations and invalid configuration of a
testbed resource request.

2.3.4 ‘feature_request’ support requests

These requests concern feature requests for new functionality in the jFed GUI.

Sample feature requests are: better warning dialog layout, exposing more information about
the reserved testbed resources to the experimenter or displaying the information in another
format.

2.3.5 ‘bug_jfed’ support requests

These requests concern unexpected behaviour of jFed due to bugs in the software.

These requests were then converted into a ticket in the jFed software issue tracker.

2.3.6 ‘bug_testbed’ support requests

These requests concern unexpected behaviour of a testbed due to operational problems in the
testbed.

These requests were then forwarded to the testbed support team to be resolved.
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2.3.7 ‘bug_user’ support requests

These requests were resolved by fixing configuration-errors in the environment in which jFed
was run.

Most notably, errors of the user’s PC-clock make that requests using timestamps fail because
they are in the past/too far in the future.

Another error involved a Java-version which was incorrectly configured, which made the use
of high-quality encryption mechanisms impossible

. Co-funded by the Horizon 2020 -
© 2017-2021 FED4FIRE+ Consortium Page 21 of 35 Framework Programme of the European Union



D2.7: Federation operations, tools and support — update 1

3 USABLE TESTBEDS

The two screenshots below show the number and locations of the testbeds that can be used
with a Fed4FIRE account and the jFed tool.

Q
Q

Atlantic
Ocean AFRICA

Pacific
Ocean
Indian

SOUTH Ocean
AMERI
Q ocenniQy

Figure 17: Overview of available testbeds from the Federation monitor view

Figure 18: Overview of the available testbeds from the jFed view
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4 FEDAFIRE DOCUMENTATION

The Fed4FIRE documentation website (https://doc.fed4fire.eu) has been refreshed for both
the content and the look and feel, as you can see below.

<« C @ docfed4fireeu

FEDAFIRE

" *®  FeomRaTION FOR FIRE PLUS

Search docs

Welcome to Fed4FIRE+'s
documentation hub!

Fed4FIRE+ End User
Documentation

# Getting Started
W Testbed documentation
@ Other

Testbed Owner
Documentation

# Getting Started
4 Documentation

& Useful links

Docs / Welcome to Fed4FIRE+'s documentation hub!

Welcome to Fed4FIRE+'s documentation hub!

This documentation site describes how you can get started on using the testbeds

federated in Fed4FIRE+, or how to inte: your testbed into the Fed4FIRE+ federation.

?
o~ FEDAFIRE

ed4FIRE+

To learn more about the Fed4FIRE+ project, please visit the general
ge.

home

Fed4FIRE+ End User Documentation

This section guides you through the first steps into using the resources available within the Fed4FIRE+ federation, and refers you to
the proper documentation of each of the testbeds for more specific information.

# Getting Started

ng up your Experimer
= Your First Experiment

= Getting Support

R Testbed documentation

An overview of the testbeds federated in Fed4FIRE+ can be found on Fed4F|RE+ Facilitie: riew

To verify the current status of all testbeds federated within Fed4FIRE+, you can use the # Federation Monitor.

For more information about the usage of each testbed, we refer to the specific documentation pages of each testbed:

mentation

umentation

DE documentation

cumentation

= Smart Santar ntation

= imec Virtual Il documentation

L tation

= imec Portable Testbed documentation
© Other

= Advanced topics

Figure 19: Fresh look for the Fed4FIRE documentation website (https://doc.fed4fire.eu)

. Co-funded by the Horizon 2020 -
© 2017-2021 FED4FIRE+ Consortium Page 23 of 35 Framework Programme of the European Union


https://doc.fed4fire.eu/

D2.7: Federation operations, tools and support — update 1

5 OVERVIEW NEWEST JFED FEATURES

In this section we want to highlight a number of important new features that were added to
jFed in Fed4FIRE+ since D2.2. These are versions 6.0.0 of jFed and later.

5.1 MORE FLEXIBLE SSH MENU

For some usages, it is needed to have more flexibility on the ssh options (e.g. user choice, or
to be able to do the ssh command manually). This is now added to the right click menu:

»_ Open SSH terminal

>— Open S5H terminal (host/user) * | nog1-vm01-8.walll.ilabt.iminds.be:22 » [N

¥ Open in browser ]
i Show Node Info
X Create Image
Other user...
M Reboot
M Reload 0S

>_ Open Boot Console
| & Transfer files

- Properties of node0 o x

Properties of node0

Login: | wvdemeer@[2001:06a8:1d80:0601::0242:ac11:bb24]:22 vl

wvdemeer@docker.ilabt.imec.be: 12000
wvdemeer@[2001:06a8:1d80:0601::0242:acl1l:bb24]:22
Hostname: | twalcari@docker.ilabt.imec.be: 12000

SSH port: twalcari@[2001:06a8:1d80:0601::0242:acl1l:bb24]:22
bvermeu2@docker.ilabt.imec.be:12000 )
bvermeu2@[2001:06a8:1d80:0601::0242:acl1l:bb24]:22

" ssh-A X i '
‘fhome/wim/.sslffreqfgeni_cert_wall2_wvdemeer_decrypted.pem’
SSH: wydemeer@2001:06a8:1d80:0601::0242:ac1l:bb24 -oPort=22

Auth. type:

Username:

Close

Figure 20: More flexible ssh options in jFed
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5.2 EASIER ACCESS TO SSH PROXY SETTINGS

There is a new button at the right bottom of jFed to allow direct access to the proxy settings
(for quick changes)

Enable Proxy for jFed

v Enable Proxy for SSH

Proxy Settings...

Q, Proxy enabled for SSH-sessionsonly | @ | @ | ¥

Figure 21: Easier access to ssh proxy settings in jFed

5.3 CHOSING THE RIGHT HARDWARE FROM JFED

In the previous version, we had already this overview:
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&7 Properties of nodel - o x
General | Boot scnpts
Node name: o 4a1
Select testbed: | iMinds Virtual Wall 2 ;oL - |9
Health: 9 100%
Free Bare Metal: | 2 0f 251 @ }' |Type Available | Total
Free IPvd'ss | 280f53 gpunode 2 2
Upcoming mantenance from gpunade? 0 26
Maintenance: ~ 2030-02-20 1300 until (%) gpunode3 0 8
2030-02-20 14:15 gpunode3-v100|0 2
Info: | (7 Testbed info netfpcad 0 2
© Testbed documentation pcgend3-1p |2 34
pegen03-2p ! 24
Hese updatad 3 mnate age pcgen03-4p 7 18
Counts Lpdated 13 menctes a0 pcgenOS-E:: 3 16
Disk Image: + pegen03-Tp 3 0
pegen4 7 2
Node: (@ Any available node pegendd-1p [0 3
Specific node = | |pegendalsi 2 9
pegenBéraid-2p |0 1
Specific hardware type pegen05 . 45
pcgen05b 1 8
pegenSe 0 19
supernode 0
Save Cancel ZOTAC 0

r, — — - -

Figure 22: jFed availability per hardware type

But now, the info per hardware type is added in the Advertisement RSpec (in the ListResources
API call), e.g. like this:

—<hardware type name="pcgen(3-7Tp" hrn="Generation 3 (7 iface)"=
—<info media-type="text/plain">=
2x Hexacore Intel E5645 (2.4GHz) CPU, 24GB RAM, 1x 250GB harddisk, 7x gigabit nic
</info>

This is documented at
https://doc.fed4fire.eu/testbed owner/rspec.html?highlight=hardware type#advertisement-
rspec-extension-hardware-information.

This information can then be shown to the user in jFed (before the users needed to look for
this information in the documentation websites of each testbed) as shown below:
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B Properties of node0 (physical-node-wall2) - B X

J General ” Boot scripts |

Node name: | ,4en

Select testbed: ‘ iMinds Virtual Wall 2 L R ‘ |9
GPUNode Gen 3 with VIDOU ~
netfpgad 02 . |
pcgen03-1p 034, |
Generation 3 (1 iface)
pcgen03-2p 0/24 ?|
Generation 3 (2 iface) L
pcgend3-4p 0/18
Generation 3 (4 iface)
pcgend3-5p 2/16
Generation 3 (5 iface)
pcgend3-Tp 5/10

seneration 3 (7 iface) — —

Disk Image: Cenerenen | + |
pcgenld i
MNode:

pcgendd-1p 3/3 | o |
Generation 4 (1 iface)

pcgenOdlsi 4/9

onerating 1 J4 raif i

pcgen0d - ]
Type: Generation 4
Availab... 7/22
Details: 2x 8core Intel E5-2650v2 (2.6GHz) CPU, 48GB

: RAM, 1x 250GB harddisk, gigabit and 10gigabit...
[v/| Only show available nodes/hardware types
| Save | | Cancel |

Figure 23: Choosing the right hardware in jFed

5.4 FILTERS TO SELECT RESOURCES

A new menu was added to make it easier to find the right resources in jFed.
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& jFed Experimenter Toolkit

R & 6 A4 > i
New Open Open  Open  Save Run  Updale Tesn
Local Oniiney ESpec Y

Experiment Definition Experimer
Resources

No Filters
Add Testbed Filter...

”

Q Add Testbed Filter using map...

. l. Add Federation Filter..,

Physical Node Wireless Node Add Organisation Filter..,
Add Category Filter...
m | Clear all Filters ;

Virtual Machine XEN VM

Figure 24:Filters in jFed to make it easier to find specific resources

-‘; jFed Experimenter Toolkit

NE]E;B& > B & B

Open Open Open nate Recover Preferences Feed

Local Online¥ ESpec Status Bugr
Experiment Definition Experiment Preferences
Resources
A = -.‘: be.iminds.ilabt.jfed fedmon.webapi.service json. TestbedC... -
cat: cloud %

17 TestbedCategory Filters

Physical Node Virtual Machine

(1 TestbedCategory selected)

1 9 [ (V] cloud [contains 4 testbeds)

dev (contains 9 testbeds)

KEN VM Address Poal openflow (contains 3 testbeds)
wired (contains 4 testbeds)
wireless {contains 10 testbeds)

Figure 25: When only selecting the cloud testbeds, all wireless icons are hidden
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5.5 INTERNAL JFED WEBBROWSER WITH PROXY CONNECTION

To ease access to specific pages on nodes, when right clicking a node and choosing open
browser, the experimenter can easily open a browser to a specific port on that node, see
screenshot. Now, it has been made possible, that you can use an internal jFed browser, so that
you can access websites on IPv6 only nodes from jFed clients without IPv6 through the jFed proxy.

B ' Open browser to node x

Open browser to node

Select the URL: | pepyy ~ | | n064-24 wallZ.ilabtiminds.be - || 80 =

@ Use System Browser
Use Intemal jFed Browser

Figure 26: Open a webbrowser to a node, from jFed, now also with a jFed internal browser (to allow
proxy usage)

5.6 USING NOW OPENSTREETMAP MAPS INSTEAD OF GOOGLE MAPS

For the maps (see Figure 17 and Figure 18) in jFed and fedmon we have moved away from
google maps to openstreetmap maps for reasons of licenses.

5.7 RUNNING COMMANDS ON MULTIPLE NODES THROUGH JFED

In most larger experiments, it is needed to run commands on multiple nodes (e.qg. for installing
software). This feature in jFed has been extended with more options (now you can edit a script
in jFed) and better debugging options).
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<7 Multi Command O X
Execute a command on multiple nodes using S5H )
Nickname: | emd-F5vOyo
Seript will be stored in cmd-F5vOyo.sh and logged to emd-F5vOyolag
#/bin/bash -e
echo hello world
echo hello world 2
Command:
client_id
V| nodel
Nodes:
v| nodel
V| node2
Hint: Check the ESpec tab for results.
Figure 27: jFed multi-command to run scripts on multiple nodes
i= Progress | €3 Errors | /™ Timeline log | X, SCP | & ESpec
Acquire Resources Setup Experiment
Ready

Allocating | Provisioning | Wait until ready | Testing Connectivity | Dir | Upload | Execute | Ansible
% rinished Lir Lreations at noded

% Finished Dir Creations at node0

% Upload "crd-F5vOwd.sh” at nod=0 | I
% Upload "cmd-F5vOwd.sh” at node? |
% Dir “/users/bvermeul/” Creation at node

% Finished Uploads at node0

% Finished Uploads at node?

% Dir “/users/bvermeul/” Creation at node1

% Finished Dir Creations at node

% Upload "cmd-F5vOwd.sh” at node1 | N
¥ Finished Uploads at nodel

¥ Finished Dir Creations

% Finished Uploads

% Execute "emd-FSvOwd.sh” at nodel  (log size = 26 bytes
% Execute "emd-FSvOwdsh” at node0 (1o
% Execute "emd-FSvOwd.sh” at node2  (Io
% Finished Executes

Figure 28: Debugging output of multi-command and ESpec scripting
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5.8 EXPORT OPTIONS

The export of the node details in jFed has been extended and made more easy to access
through the Export As menu. These export options are used for scripting through other tools

as e.g. bash, ansible, ...

5 0 |
va — ‘
Tuiti Save ExportAs Asto  Auto  Auto | Zoom Zoom Reset
ymand Manifest L | Lavout Fit Lavout | in Out Zoom

Bl [ Export Node Login Info

Export experiment-infojson

6 Export Configuration Management Settings (Ansible, Fabric, ..)

Figure 29: jFed export as options

5.9 EXTENDED JFED RECOVER DIALOG

The jFed recover dialog has been extended with some features asked by users:

e Possible to recover multiple experiments at once by multi-select
e Show expiration times in days from now, or in an absolute time

e Search/selection methods for the experiments
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= Recover an existing experiment

Select the experiment(s) to recover.

and project

Active Experiment name
bachiw
expol

€9 Use SHIFT and CTRL for multi-select

> Refresh & Fetch exp. dates

All projects

Project

bachiw

bwermeul

Expiration
in 69 days and & hours

in 7 hours and 20 minutes

D Show Exact Expire time

Cancel

Figure 30: jFed recover dialog

5.10 ESPEC EXTENSIONS

More options are available to run an Experiment Specification (ESpec). It is now possible to
use e.g. specific branches from a git repository and create RSpecs with links in.

o Start Experiment using ESpec

Choose an ESpec

Source: Local Archive
Local Directory
Archive URL

@ Github Repository

Git Repository: Repa URL:

Sub Dir:

Branch:

O X

a

@ ESpec Documentation

Cancel

Figure 31: Run ESpec from jFed
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5.11 ADD EXTRA PORTAL OPTIONS TO JFED STARTUP SCREEN

For the new portal (see D3.4), the startup screen of jFed was adapted to support the old
(https://authority.ilabt.iminds.be) and the new (https://portal.fed4fire.eu) user portals.

& jFedlogin = m] X

»  jFed Login

‘ j‘!ﬁ. Login via Fed4FIRE

FEDAFIRE

‘mmec Login via imec
[Lecncy |
% Login via authority.ilabt.iminds.be
FEDAFIRE
s
gg‘pj Login via GENI

Login with PEM-certificate

@ Connectivity Tester || 2 Advanced login || A ResetjFed

Figure 32: jFed account choser

5.12 OTHER NEW FEATURES

Other features include:

o Fixes and tweaks for bandwidth test, some dialog boxes, reusing experiment names in
jFed, jFed internal browser improvements (e.g. showing site errors), preventing default
text in jFed bugreports, fixes for ssh connections

o Added “Rerun ESpec” button

e Showing an alert of user clock differs more than 1 hour from user authority clock
(preventing successful API calls)

e Using GTK2 by default in linux (as there were issues with GTK3)

e Support for shared LAN on stitched links

e Proxy is now enabled by default for new jFed users (Reason: a lot of new users have

connection issues that are easily solved by enabling proxy, but new users typically don't

know about the proxy yet.)

Added option to write ansible files from jFed CLI

Added keepalive option for SSH on linux

Support for new testbeds and specific features (see deliverable D2.9).

jFed now also supports a testbed specific proxy for ESpec

jFed CLI has extra functions for listresources and ssh

The node info now also shows the used image for that node:
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B Properties of nodel O >

Properties of nodel

Auth. type: ssh-keys

Hostname: | n064-24.wall2.ilabtiminds.be
55H port: | 22

Username: | bvermeul

Disk Image: | urnzpublicid:IDN+wallZilabtiminds.be+image+emulab-ops:UBUNTU18-64-5TD

Close

Figure 33: Node info dialog
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6 APPENDIX: JFED FEATURES, USAGE AND USER MANUAL

This is the manual that appears online at http://jffed.ilabt.imec.be, more specifically at
https://doc.ilabt.imec.be/jfed-documentation/. It highlights the features of jFed and how to use
them. This is continuously updated (and versioned as can be seen at:
https://doc.ilabt.imec.be/jfed-documentation/ ). The documentation was copied in D2.2. For the
updates we refer to the online documentation which is always up to date.
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